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1
Decision/action requested

Request to approve the KI for updating security policy parameters on ranging device when it is out of 5G coverage.
2
References

[2]
3GPP TR 23.700-86: "Study on Architecture Enhancement to support Ranging based services and sidelink positioning"

3
Rationale

There can be scenarios when a ranging enabled UE which is out of 5G coverage, needs to receive security policy updates from the 5GS. 
4
Detailed proposal

******************** Start of Changes ************************************************************

5.X
Key Issue #X: Updating security policy parameters on ranging device when it is out of 5G coverage
5.X.1
Key issue details

3GPP TR 23.700-86 clause 6.2 talks about a validity timer expiration time of a Policy/Parameter. It is likely that the validity timer of some/all security policy/parameters expire when the UE is out of 5G coverage. In such scenarios, it is likely that the ranging device continues to communicate using out-dated security policy/parameters and this can pose a security risk to the device as well as other devices which maybe communicating with this device using ranging services.
In another scenario, it is likely that the Operator needs to make some important security policy/parameter updates on all ranging devices. If some devices are not within 5G coverage, such updates may get delayed or missed out.
It is important to study the security implications of possible delays or missing security policy/parameter updates for ranging dervices due to lack of 5G coverage and find out ways to mitigate the risks.
5.X.2
Security threats

Latest security policy/parameter updates may not be provisioined on all ranging devices.
5.X.3
Potential security requirements

TBD.
************************** End of Changes *******************************************************
